NEON SEO TEAM

Mopayinb 5.

CTpaTterusa nponBUXeHUS
cCOb6CTBEHHOIo camTa



[MoOHMMaHWe reM6UHr-HMULLIEBOM cneunduKkun

Co3paHue SEO-cTpaTtermm onis camTtoB B reMG/IMHI-HULLE
TpebyeT yyeTa cneundpuyeckmnx TpeboBaHUM m
0CO6EHHOCTEN 3TOM TEMATUKMU, TAKUX KaK:

° BbIiCOKMIA ypOBEHb KOHKYPEHLUMUU: [eM6NHI-
PbIHOK MpPUBNEKaeT MHOXXECTBO Y4aCTHUKOB, U
NOTOMY KOHKYpPEeHLMUS 30eCb Ha NOPSAAOK Bbllue,
yeM B Apyrux chepax. Ctpaterusa npoaBMKeHUs
OOMKHA BK/OYaTb yrny6neHHbIn aHanms
KOHKYpPEeHTOB U Ux SEO-TaKTuK.

° CNno)>XHOCTU C NpPaBOBbIM perynMpoBaHUEM:
FreMBNMHr-NpoeKTbl CTaNIKUBAIOTCA C
IOPUANYECKMMU OFPAaHUYEHUSMU U
permoHanbHbiMU 6NoKUpoBKaMun. Heobxogmmo
YUYUTbIBATb NPAaBOBOM CTAaTYC a3apTHbIX UTP B
CTpaHax NPOABUXXEHUS, a TaKXKe paboTaTb HaA
3allMTOM camTa oT 6MOKMPOBOK U 6aHOB.

° Apantauusa KOHTeHTa noa ayamTtopuio: BakHo
NMOHMMATb NpPeanoYTeEHUS U NoBefeHune
nosib3oBaTesier B reMOJIMHI-TeMaTUKe, YTOObI
KOHTEHT 1 MeToAbl MPOoABMIKEHUS
COOTBETCTBOBAJ/IN UX UHTEPECcaM.




KniodeBble aneMeHTbl SEO-cTpaTterumn gns
reMO/IMHIr-npoeKToB

dddekTnBHaA SEO-cTpaTterna gnga reM6/IMHr-HULLEBOIo
CaMTa JOJMKHA BK/OYATb creayiolme 3/1eMEHTbI:

° MMy60KuIn aHanNn3 KOHKYpPEeHTOB: BbiaBneHue
OCHOBHbIX UTPOKOB, UX CTPaTErn NpoaBMKEHUS,
MCNOJIb3yEMbIX KJTHOUEBbIX C/IOB U CCbIJTIOYHOM
Maccbl.

° Mop6op ueneBbix KoYeBbix cnoB: Noaéop
CEMAHTUKMU C y4EeTOM reM6JIMHI-TeMaTUKN. 3aechb
Ba)XHO YUUTbIBATb AJIMHHOXBOCTbIE K/1lOUEBbIE
C/I0Ba U HULLUEBbIE 3arnpocbl C HU3KOM
KOHKYPEHTHOCTbIO, KOTOPbl€ MOMOryT
npoaBUraTbcs B MOMCKOBOM Bbigayve.

e Co3gaHue pesieBaHTHOro KOHTeHTa: KOHTeHT
DO/MKEH HEe TOJIbKO NPUBIEKaTb, HO U YOEPXXUBATb
BHMMaHMUe nosib3oBaTenen. B reM6nnHre BakHo
co34aBaTb KaK MHPOPMALIMOHHbIE CTaTbU
(pyKoBOACTBA, MHCTPYKLUMU), TaK U
pa3BrieKaTe/IbHbI KOHTEHT, OPUEHTUPOBAHHbIN Ha
SMOLMU U UHTEPECHI ayaAUTOPUMN.

° OonTUMU3aLUA TEXHUYECKUX NMapaMeTpoB camTa:
BbicTpaga 3arpy3Ka CTpaHUL, KOPPEKTHoe
OTO6parKeHue Ha MOBUIIbHbIX YCTPOMCTBaX U
HacTpouka CDN anga noBblleHUs CTabunbHOCTU
camTa.




N\

UccnepgoBaHUe pbiHKA U LieNieBoM ayauTopuU: HauHuTe ¢ aHanusa
PbIHKA U MOHUMAaHUS ayANTOPUMN, KOTOpasa NoceLlaeT reM6INHI-
canTbl. 9TO MOMOXET BaM afanTUMPOBaTb KOHTEHT MoA UX 3anpochl U
MHTepechbl.

NMpoBepaeHue ayauTa camTa: Nepen akTUBHOM ONTUMU3aLUEN
Ba)XHO BbIMOMHUTb NOJIHbIM SEO-ayauT Anqa BbiaBNeHUd
TEXHUYECKUX U CTPYKTYPHbIX OLLMBOK, KOTOpbl€ MOTyT
npenaTcTBOBaTb MHAEKCALMU MU YXYALLATb NONb30BaTENIbCKUN
onbIT.

C60p 1 KnacTtepusauma ceMaHTUKU: CocTaBbTe CMMCOK KIOYeBbIX
CII0B M1 3aMNpoOCOB, KOTOPbI€ NCMOMb3YIOTCS LieNIeBOMN ayaUTopUen.
KnacTtepusauusa (rpynnupoBKa) K/touYeBblX C/I0B MO3BONUT
ornpeaenuTb OCHOBHbIE TEMAaTUKM KOHTEHTA U CTPYKTYpPbl cavTa.
Co3paHue M ONTUMM3aLUA KOHTeHTa: PaspabaTbiBaTe KOHTEHT,
KOTOPbI OTBEYAET Ha 3arpochbl Nosb3oBaTesIeNn, a TaKKe
onTUMU3supymnTe ero nop SEO. O64a3aTenibHO y4UTbiBanUTe
YaCTOTHOCTb KJ1IOUYEBbIX C/IOB, UX €CTECTBEHHOE BXOXXAEHMue,
Ka4yeCTBO M aKTyaJIbHOCTb KOHTEHTA.

CcblylovHaa cTpaTterua: [ina cauToB B reMBNIMHI-TeMaTUKE BaXKHO
co34aTh YCTOMUMBYIO CChIJTIOYHYIO Maccy. 3TO MOXKET BK/IlOHYaTb
pa6oTy c TeMaTU4YeCKMMM nNnatopmMaMm, rocteBble NocThbl, PR-
CTaTbX 1 NPUBIeYEeHUE aBTOPUTETHbDIX CCbIJTOK C UTPOBbIX
rnopTasnos.

MOHUTOPUHI pe3yNbTaTOB U KOPPEKTUPOBKA CTpaTeruu:
MocTosAHHO OoTCNeXUBanTe NO3ULIMU CalTa B MOUCKOBOM Bblgave U
Opyrvue MeTpuKU, TaKme Kak KOJIM4YeCcTBO opraHM4yeckoro Tpaduka,
KO3pPULIMEHT KOHBEPCUU, BpEMS Ha carTe U ap. UcnonblymnTe
OaHHble aHaNMMTUKU AJ19 BHECEHUSA KOPPEKTUPOBOK B CTPaTeruio



[TogroToBKa
MHPPACTPYKTYpPDI

3ddekTnBHaa SEO-cTpaTerma B reMG/IMHI-HULLE
HeBO3MO)KHa 6e3 HaAe)XXHOM U 3aLUULLLEHHOM
nHdpacTpyKTypbl. B saHHOM pa3gene Mbl
paccMOTPUM KJloYEBbI€ acneKTbl MOAroTOBKU
MHPACTPYKTYpPbI: BbI6GOP XOCTUHIA U CEPBEPOB,
mncnonb3osaHne CDN gnsa 3awmTbl U YCKOPEHUS
CaNTa, a TaK)XXe HAaCTPOMKa KOMMJIEKCHOM 3alUnTbl OT
DDoS-aTak




KpuTepum Bbi6opa XOCTUHIa A/ reM6JIMHI-NPOeKTOB:

ABY30yCTOMUYMNBOCTb: B reMG/IMHI-HULLE CalTbl
YacTO CTa/IKUBAIOTCA C XXanob6aMu U NMonbITKaMuU
610KMPOBOK. NMO3TOMY Ba)KHO Bbl6MpPaTbh XOCTUHT -
npoBanaepoB, KOTopble T0ANIbHO OTHOCATCSH K
Nogo6HbIM CUTYaLUSM U He OTKJIIOYaloT cepBepa
6e3 cepbe3HbIX OCHOBaHUMN.

Onnarta KpunToBasoToMn: [1na o6ecrnevyeHus
AHOHUMHOCTU U yOO06CTBA NJIaTeXXen
pekoMeHAayeTcq BbibMpaTbh NPOBanaepoB,
MNPUHUMAOLLMUX KPUMTOBAJIOTY. TO TaKKe
yrnpoLlaeT MeXXayHapoaHble TPpaH3aKUuum m
CHWXaeT PUCKM, CBAI3aHHble C 6aHKOBCKUMM
OorpaHUYEeHUAMMU.

PeKOMeHAOBaHHbIA XOCTUHI-NpoBanaep:

BitLaunch.io — oguH U3 Ny4yLlLUMX BapMaHTOB And
reM6IMHIr-NpoeKToB.

MpeunmywecTBa BitLaunch:

A6y30yCTOMYMNBOCTD: J10A/IbHOE OTHOLLEHUE K
NpoeKTaM B reM6JIMHI-HULLe.

OonnaTta KpunToBanTon: NoanepXkmeaeTt
pa3finyHble KPUMNTOBANOTbI A OMNaTbl YCIyr.
M6KocTb U MacwTabupyeMocTb: Bo3MOXXHOCTb
6bICTPO MacLUTabnpoBaTb pecypchbl B
3aBUCUMOCTU OT NOTPEBHOCTEN MPOEKTA.
Neorpadpuyeckoe pacnonoXXeHme cepBepoB:
LUnpokum BbiI6GOp NOKaLuM, YTo NO3BoONSET
pa3MecTUTb cepBepbl MaKCUMasibHO 6JIU3KO K
LeneBon ayanTopuun.

MpomMokoa Ha cKuaky B 20%: SD2134D


http://bitlaunch.io

ABTOMaTM3aLIMA HAaCTPOMKU cepBepoB

Bash-ckpunT Ang aBTOHaAaCTPOMKU: Ha XMBOM NeKuumn 6yneT npenocTaBreH
bash-ckpunT, KOTOPbIM aBTOMaTUYECKM HAaCTPOUT Ball cCepBep C ONTUMalibHbIMU
napamMeTpamMm anda paboTbl B reM6JIMHI-HULLE. 3TOT CKPUMT NMOMOXKET:

e CsKOHOMUTb BpeMmsa: bbicTpaa n aBToMmaTU3UpoOBaHHas HAaCTPoOMKa 6e3
Heo6xoAMMOCTU PYYHOro BBOA4A KOMaHA.

e  Yny4ywunTtb 6e30mnacHoOCTb: CKpUNT BK/OYaeT HAaCTPOWKMK AOJ19 NMOBbILLEeHUA
6e30MnmacHoCTU cepBepa.

e  OnNTUMMU3UPOBATb NPOU3BOAUTENIBHOCTb: HacTporka napamMeTpoB
cepBepa a9 MakcuManbHom 3¢dpPeKTUBHOCTU PaboThbl.

T0T baSh-CKpMI'IT aBTOMaTU4YeCKUN HAaCTpanuBaeT cepBep C MaKCUMaNibHOU 3¢¢eKTMBHOCTb}O angd paGOTbI B reMOGJINHT-
Huwe. B HeM yuTeHbl BCce BaLuu TpeGOBaHVIFI, BKJ1lO4a4dA:

ABTOMaTUYECKYIO HAacCTPOMKY hginx Ana pa6oTbl C reM6JIMHI-canTaMu.
3awmTty oT DDoS-aTak ¢ ucnonb3oBaHueM Fail2Ban un nginx rate limiting.

MpoBepkKy Googlebot yepes aHanun3 DNS 1 orpaHMuYeHMe AoCcTyna TobKo Ansa HacToswero Googlebot u
rnonb3oBaTenen us Typuum.

HacTponky $penKoBOro KOHTEHTA A/ HepesieBaHTHOro Tpaduka.
OrpaHn4yeHue gocTtyrna K cepBepy Mo SSH TonbKo ¢ yKa3aHHbIX BbiaeneHHbIX |IP-agpecos.



#!/bin/bash

OUIT

aBTOHACTE reMOJIMHT-CalTOB Ha

# BHuMaH amu root
# Ycran 1 u Ba:
apt update && apt upgrade -y

apt install -y nginx ufw fail2ban curl jgq

# Hacrporika daepsBosya UFW

default deny incoming
default allow outgoing
allow ssh

allow 'Nginx Full'
enable

# BaMeHuTe Ha CBOU

eJIeH Ip
for IP in "${ALLOWED IPS[@]}"; do
ufw allow from $IP to any port 22
done
# Hacrporka nginx nnst paBoTs C I'eMBIMHI-CanTaMu
cat > /etc/nginx/nginx.conf <<EOL
user www-data;
worker processes auto;
pid /run/nginx.pid;
include /etc/nginx/modules-enabled/*.conf;
events {

worker connections 1024;

multi_ accept on;
}
http {
sendfile on;
tcp _nopush on;
tcp _nodelay on;
keepalive timeout 65;
types _hash max size 2048;
include /etc/nginx/mime.types;
default type application/octet-stream;
# Hacrpoitka JoroB
access log /var/log/nginx/access.log;
error log /var/log/nginx/error.log;
# Bammra or DDoS (rate limiting)

limit req zone \$binary remote_addr zone=req limit:10m

rate=10r/s;

# Hacrponka gzip-cxaTus

gzip on;

gzip disable "msie6";

gzip vary on;

gzip proxied any;

gzip comp level 6;

gzip types text/plain text/css application/json
application/javascript text/xml application/xml
application/xml+rss text/javascript;

# HacTporka CepBEpHHX BGJIOKOB

include /etc/nginx/conf.d/*.conf;

include /etc/nginx/sites-enabled/*;
}
EOL
# HacTpolika camnTa C NpPO
(Typums)
cat > /etc/nginx/sites-available/gambling_site <<EOL
server {

listen 80;

server name example.com; # 3amMeHuTe Ha Bam OOMEH

root /var/www/html;

index index.html index.htm;

# OrpaHmueHme mocTyma TOJNBKO Iia Googlebot m
none3oBarener us Typumm

set \$allow access 0;

# INposepka Googlebot (IP-ampeca uepes API

if (\$http user agent ~* "Googlebot") {

set \$google ip "$(curl -s
https://dns.google/resolve?name=example.com&type=A | jq
-r '.Answer([0].data")";
if (\$remote addr = \$google_ip) {
set \$allow_access 1;

}
}
# PaspemeHye OOCTyNa TOJLKO MOJB30BATENSAM U3 Typuum
geoip country /usr/share/GeoIP/GeoIP.dat;
if (\$geoip country code = TR) {
set \$allow_access 1;
}
# Bosppamaem 403 BCeM, KTO He MpoleJl MPOBEPKY
if (\$allow access = 0) {
return 403;
}
# OelMKOBHIM KOHTEHT IJiA HepeJIeBaHTHOTO Tpadmka
location /fake {
add header Content-Type text/plain;
return 200 'This is fake content. You are not
authorized.';
}
location / {
try_files \Suri \$uri/ =404;

EOL

#

AKTY

ATH KOHQUIYP

Ui camta

In -s /etc/nginx/sites-available/gambling site
/etc/nginx/sites-enabled/

# llepesanyck nginx s NPUMEHEH)s HACTPOEK
systemctl restart nginx

# Hacrporika Fail2Ban nns sammTel OT D

S U Opyrux aTak

cat > /etc/fail2ban/jail.local <<EOL

[DEFAULT]
bantime = 1h
findtime = 10m

maxretry = 5

[nginx-http-auth]
enabled = true

[nginx-botsearch]
enabled = true

[nginx-limit-req]
enabled = true

filter = nginx-limit-req
action = iptables[name=LimitReq, port=http, protocol=tcp]
logpath = /var/log/nginx/access.log

bantime = 600
EOL
# Ile

esanyck Fail2Ban mjia OpuMeHEeHMS HacCTpOek

systemctl restart fail2ban

# BaxioueHue

echo "ABTOHacTpOJKa CepBepa 3aBeplieHa. [[poBepbTe paboTy

nginx u ybemmTecs,

YTO BCE CaMThHl OOCTYNHH."



cnonb3oBaHuMe
CDN

Heo6xogumMocTtb ncnonb3sosaHmsa CDN:

) CokpbiTUe peanbHoro IP-agpeca cepBepa: 3TO BaXKHbIA
war ang 3awuTbl Ballero cepBepa oT NpSAMbIX aTak.
CkpbiBag IP-agpec, Bbl NpegoTBpallaeTe BO3MOXHOCTb
3N10yMbILUTIEHHUKOB HaNpaAMYyIo aTaKoBaTb Ball cepBep.

e YckopeHue 3arpy3ku ctpaHuu: CDN (Content Delivery
Network) pacnpepenset KOHTEHT Ballero camTta rno
cepBepaM no BceMy MUpy, obecrneumsaa 6biCTpyto
3arpysKy Ansa nosib3oBaTtenen, rae 6bl OHU HU
Haxoausuchb.

Content Delivery Network (CDN)



PekoMeHaoBaHHbI CDN-npoBanaep:
Cloudflare

ABTOMaTu3auua pabotbl c Cloudflare:
MpakTnyeckme peKoMeHaaumm npm UCrnonb3oBaHNU

Cloudflare: .
Ha >xuBom nekuumn 6yaeTt NnpoaeMOHCTPUPOBaH CKpUNT,

KOTOpPbIX aBTOMaTU3npyeT paboty ¢ Cloudflare.
° He 6onee 10 LOMEHOB Ha aKKayHT: 9TO P PyeT p y

MUHUMUSUPYET PUCKUN ONA BCEW CETU CanToB B
cny4yae GHOKMpOBKVI OOHOro aKKayHTa.

OH NoO3BONMUT:

° gosnaHMe HeCKoruleMx aKKayHToB: Ecnn y Bac . BbICTPO A063aBNSTh HOBbIE AOMEHI.
Ofiblliast CETb CaUTOB, pacnpenennTe ux no ° ABTOMaTM4YecKU HacTpausaTtb DNS-3anucu.
HbIM aKKayHTaM. o
pas aKKayHTa ° YnpaBnsaTb HACTPOMKaMmM 6€30MNacHOCTU Yepes

API.



